RG-ePortal/RG-SMP is hosting with Jboss application server, the SSL certificate is managed
by Java Keytool. Java keytool is installed by default with RG-ePortal/RG-SMP system. Below
are the steps to import custom certificate for RG-ePortal system.(Same as RG-SMP)

e Utilize Java keytool to convert password protected PKCS12 certificate to JKS

*As of security measurement, keytool only support to convert password protected PKCS12
to JKS, hence should request administrator to provide protected PKCS12 certificate. You may
follow this guide to re-export the non password protected PKCS12 to password protected.

http://www.1st-setup.nl/wordpress/howto-change-password-on-pfx-certificate-using-
openssl

*All these steps should be carry out at RG-ePortal/RG-SMP server.

1. Copy password protected PKCS12 format certificate file “XX-server.pfx” to C:\RG-
Portal\jboss\server\default\conf
(SMP: C:\RG-SMP\jboss\server\default\conf)
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2. Start command prompt, issue command to identify the certificate alias name

Keytool -v -keystore XX-server.pfx -list -storestype pkcs12


http://www.1st-setup.nl/wordpress/howto-change-password-on-pfx-certificate-using-openssl/
http://www.1st-setup.nl/wordpress/howto-change-password-on-pfx-certificate-using-openssl/

o Administrator: C\Windows\system32\cmd.exe
erifying — Enter Export Password: A
:N\RG-Portalsjhossiserverdefaultsconf >keytool —v —list —keystore -server.pfx
storetype pkecsi2

[Enter keystore password:

Keystore type: PKCS12
Keystore provider: SunJSSE

our keystore contains 1 entry

1lias name: 1
;reation date: Mar 31, 2017
Entry type: PrivateKeyEntry
eprtificate chain length: 2
ertificatel1]:
Ouner: CN=3x_( *- =y, O0=UNIVERSITY . L=
=MY
Issuer: CH=thawte SSL CA - G2, 0="thawte, Inc.", C=US
Lerial number: 427ecl?B8ac2elf8PBa?7?a45ccbh?1 0007
alid from: Thu Feb 82 68:80:00 SGT 2017 until: Sat May 85 @7:59:59 SGT 2818
ertificate fingerprints:
MD5: B2:A2:A0:73:5A:5A:18:92:75:58:D3:AC:=53:00 T _.
SHAl: 60B:54:BB:8E:C?:F?:D4:25:45:43:DE:23:17:43:DA:C1:BB:l.. -z -0
SHA256: A9:41:AF:02:A6:B4:37:C5:85:35:1E:3A:-74:87:87:84:C4:_. .._ __-8n:|}

3. Issue command to convert the PKCS12 file to JKS, with alias name “1”, and JKS
password “ruijie”

keytool -importkeystore -srckeystore XX-server.pfx -srcstoretype pkcs12 -srcalias 1
destkeystore XX-server.jks -deststoretype jks -deststorepass Ruijie -destalias 1

G Administrator: C\Windows\system32\cmd.exe |L|£_

:\RG—Portalsjhosssserversdefaultsconf >keytool —importkeystore —srckeystore -8
erver.pfx —srcstoretype pkcsl2 —-srcalias 1 —-destkeystore —-server.jks —deststor
etype jks —deststorepass ruijie —destalias 1
nter source keystore password:

:\RG-Portal\jhoss\serversdefault\conf>_

The JKS file will be generated after the command executed
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4. Verify the JKS keystore with password “ruijie”

Keytool -list -keystore xx-server.jks -storepass ruijie

=X Administrator: C:\Windows\system32\cmd.exe (=[O =

BB: C2 4F 48 57 FC D1 4F 9A CB 5D 38 7D BE 85 DB D? .OHW..0..18
18: 2E B5 52 68 *

:\NRG-Portalsjhossi\serversdefaulthconf >keytool —list —keystore ~—server.jks —st
orepass ruijie

[Keystore type: JKS
[Keystore provider: SUN

four keystore contains 1 entry

L, Mar 31, 2017, PrivateKeyEntry.
ggrg%f%gagg fingerprint (SHA1>: 6B:54:B8:8E:C?:F9:D4:25:45:43:DE:23:17:"7 7 ":(C1:

:\RG-Portal\jhoss\server\default\conf >

5. Edit C:\RG-Portal\jboss\server\default\deploy\jbossweb-tomcat.sar\server.xml to
use the new jks

(SMP: C:\RG-SMP\jboss\server\default\deploy\jbossweb.sar\server.xml, port
8443 and 433)



File Edit Format View Help

TLS" |keystoreFile="${jboss.server.home.dir}/conf/um-server.jks" keystorePass="ruijie" |URIEncoding="GBK",’ »<fService> |E|

w

€ m >

true"' enableLockups="false" redirectPort="8443" acceptCount="100" connectionTimeout="20000" disablelUploa

nnectionTimeout="20000" disableUploadTimeout="true' URIEncoding="GBK" ruijieType="5§"/»

th="false"|keystoreFile="5{jbhoss.server.home.dir}fconf/RG-SHF .keystore" kesystoreFas
AES 128 CB

0000" disableUploadTimecout="true" URIEncoding="GBK"' ruijieTyps="4"/>

=t"falge" keystoreFile='&{jboss.server. home.dir}/conf/Re-SMP keystore' keystorePass='ruijiesmp' sslProtoc
AF S_123_CB C 5 HA256, TLS_RS4 WITH AFE S_12 B_CB C_SHA,TLS RSA WITH_AFE 5_25 ﬁ_CB C_SHRQE 6, TL 5_RSD WITH AF S_25 ﬁ_CB c

6. Restart RG-ePortal service from the desktop service console



Jm

Service Manager

HTTP Protocal Port| &0
HTTPS Protocal Port:|443

Protocal Settings

RG-ePortal Network Access Portal System

| Service Settings DataBase Settings Maintain License Option
Memory Allocation PermSize Capacity Bind IP Enable Cluster
Initial(ME):| 1024 5 || Initial(MB):| 128 5 ||| IPV4 Address: |10.30.1.67 ~ ||| IP Address:

Max(MB}: | 2043 Max{ME}:

JVM Settings

256 Adpater: [vmxnet3 Ethernet /7 ~

Stand-alone Settings Cluster Settings El

UZ735708,393 INFUJ [VFSLAchsractory] Using vr sLacne [Lomoineave sLacne[rear-cacna: nuij|
02:35:08,779 INFO [CopyMechanism] VFS temp dir: C:\RG-Portal\jboss\server\defaultitmp
02:35:09,740 INFO [Serverinfo] Java version: 1.8.0,0racle Corporation

02:35:09,740 INFO

Serverlnfo] Java Runtime: Java(TM) SE Runtime Environment (build 1.8.0-b132)

E
02:35:09,740 INFO [Serverlnfo] Java VM: Java HotSpot(TM) 64-Bit Server VM 25.0-b70,Oracle Corporation
02:35:09,740 INFO [Serverlnfo] OS-System: Windows Server 2012 R2 6.3,amd64

02:35:09,741 INFO [Serverinfo] VM arguments: -Dprograr
Dcom_sun.net_ssl.enableECC=false -Dprogram.name=run
XH:MaxPermSize=256m -Dsun.rmi.dgc._client.gcinterval=3j
=50 -X}:GCLogFileSize=100k -Xj
PrintTenuringDistribution -¥X:+HeapDumpOnOutOfilemory
Djava.endorsed.dirs=\_\lib\endorsed -Djboss.vfs forceMoC
02:35:09.767 INFO [JMXKernel] Legacy JMX core initializ|
02:35:11.183 INFO  [ProfileSeniceBootstrap] Loading prof
- Dual registration of jndi stream handler: factory already d

XX:NumberOfGCLogFiles

2017-03-31 02:35:33.283
2017-03-31 02:35:33.777
2017-03-31 02:35:36.312
2017-03-31 02:35:38.397
2017-03-31 02:35:38.408
2017-03-31 02:35:42.788
2017-03-31 02:35:42.973
2017-03-31 02:35:43.020
2017-03-31 02:35:43.269
2017-03-31 02:35:47.370
2017-03-31 02:35:47.463
2017-03-31 02:35:48.330
online.

2017-03-31 02:35:58.849
2017-03-31 02:35:58.860

ame=10.30.1.67 -Dsam jms_address=10.30.1.67 -
024m -Xmx2048m -XX:PermSize=128M -

0000 -Xlogge-ge.-log -XX:+UseGCLogFileRotation -
-XX:+PrintGCTimeStamps -}X:-
Dcom.sun.net.ssl.enableECC=false -

[x]

Service Manager

Areyou sure to restart the service?

Yes No Eerver=default, name=default]

The administrator can use http:
Successfully loaded the mobile dewce userAgent configuration file.

ePortal service binding IP address:10.30.1.67

Enable the portal to monitor the service side of the packet sent from other devices.

Enable the thread to handle NAS active offine request packet.

Successfully loaded the device information.

Start to synchronize the SNMP RAM and online user information.

Successfully synchronized the SNMP RAM and online user information.

Successfully loaded the management user information.

Current dog information:ePortal test dog

Use period has expired, the system automatically exit, re-apply to usel

Please note: License may be used-9722Day, please re-apply to uselSystem online users limit:40000,Currently 0 users are

ment system.

eportalThe ePortal system is successfully enabled.
Authentication port: 80, the resource file service port: 8082, in order to ensure pages display correctly. ensure that users can

access ePortal authentication server 8080 and 80.

New certificate will be used after service started successfully.




